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The routing protocol for low-power and lossy networks (RPL) is necessary
for the internet of things (IoT) because it offers scalable, reliable, and
energy-efficient routing capabilities. The trickling algorithm generates a
destination-oriented directed acyclic graph (DODAG) with the broadcasting
of suppression. However, broadcast suppression is insufficient when
addressing network coverage and optimization problems based on uneven
node distribution. Network congestion develops in large-scale loT
implementations where many devices are interconnected and congestion
causes data transmission delays, decreased overall reliability, and higher
latency. In this paper, the grasshopper optimization algorithm with the
DODAG (GOA-DODAG) is proposed to determine optimization problems
and energy-efficient reliable routing paths which include coverage-based
dynamic trickling technique to construct DODAG energy-efficient without
affecting the coverage of network and data routing reliability. The GOA-

DODAG achieves a 98% packet delivery ratio (PDR) while consuming 0.48
mJ, which is more preferable in comparison to the existing methods like
efficient-routing protocol for low-power and lossy networks (E-RPL),
reliable and energy-efficient RPL (REFER), elaborated cross-layer RPL
objective function to achieve energy efficiency (ELITE).
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1. INTRODUCTION

Routing protocol for low-power and lossy networks (RPL) is a utilized in internet of things (loT)
networks [1], [2]. 10T network comprises many constrained nodes, some of which have energy constraints,
rates of low data, low consumption of energy, storage, short communication ranges, frame size restrictions,
and dynamic network topology [3], [4]. Systems of loT are built on low-power and lossy networks (LLNS),
and inherit their limited resources, making any routing protocol suitable for the applications of low-resource
[5]. RPL developed by the working group of the internet engineering task force (IETF) routing over low-
power and lossy networks (ROLL), is regulated as a routing protocol for the 10T while also addressing the
needs of LLNSs [6], [7]. IPv6 distance vector-based routing protocol is an RPL that starts at the root node and
builds a directed acyclic graph (DAG) [8], [9]. Due to this, social and cognitive computing-based routing in
the 11OT has the potential to enhance the performance of the network including overhead, end-to-end delay
[10], and throughput [11]. In the 0T, trust management (TM) is crucial for trustworthy mining and data
fusion, competent services with context-aware intelligence [12], and increased data security [13] and user
privacy [14]. Unmannered aerial vehicles (UAVS) is employed across a narrow area that transfers data to a
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central node through stable topology which helps to support the transmission of data in multi-point-to-point
(MP2P) [15]. As a result, to save energy, child nodes avoid selecting an unstable node as a parent [16].
However, broadcast suppression is insufficient when addressing network coverage and optimization
problems based on uneven node distribution. Network congestion develops in large-scale 10T
implementations where many devices are interconnected. Congestion causes data transmission delays,
decreased overall reliability, and higher latency. Preeth et al. [17] implemented an energy-efficient routing
protocol for low-power and lossy networks (E-RPL) algorithm that combined ACO-based optimization with
coverage-based dynamic trickling to construct destination-oriented directed acyclic graph (DODAGS) and
maintain the network coverage. The expected transmission count (ETX) and value of rank were categorized
by the ACO as the factors of pheromone, whereas the remaining energy was labeled as factors of heuristic.
However, ETX causes a lengthy routing path and significant message latency when routing messages.

Lalani et al. [18] presented a reliable and energy-efficient RPL (REFER), a mobility-aware version
of RPL that enabled stable and communication efficiency among the devices of 10T with the use of a new
neighbor policy placement based on a parent’s leasing time by incorporating several link/nodes for its
selections of the path in mobile situations. REFER increases overhead in terms of computational demands
and control messages to achieve dependability and energy efficiency. Safaei et al. [19] introduced an ELITE,
a sophisticated cross-layer function to achieve energy efficiency in the applications of 10T, and strobe per
packet ratio (SPR), a newly developed routing metric used by ELITE was created to function together with
the protocols of asynchronous MAC. However, broadcast suppression was insufficient when addressing
network coverage and optimization problems based on uneven node distribution. Solapure and Kenchannavar
[20] implemented an RPL objective function (OF) that employed different routing metrics energy, and
content, ETX, single, and combinations to improve the 10T application performances. However, the addition
of different routing metrics raised the routing protocol’s processing and communication overhead.
Acevedo et al. [21] presented a weighted random forward (WRF) RPL that utilized load balancing and
distributing messages to prevent congestion in one chosen parent. Here, transmitting a lot of packets resulted
in the most undesirable performance in such situations because it required more control messages for
operation. The protocol seeked to increase the life of the network. Homaei et al. [22] introduced a decision
system method based on learning automata in the RPL (DDSLA-RPL) to dynamically evaluate and change
the weight of significant routing parameters. But, overhead involved learning and making decisions that
affected the network’s overall performance and caused inefficiencies or delays. From the overall analysis, it
was seen that the existing research had limitations like the addition of different routing metrics that raised the
routing protocol’s processing and communication overhead in terms of computational demands, data
transmission delays, decreased overall reliability, higher latency, and control messages to achieve
dependability and energy efficiency. To overcome these issues, grasshopper optimization algorithm with the
DODAG (GOA-DODAG) is proposed to solve the optimization and energy efficiency problems.

Further, the primary contributions of this paper are summarized as: i) the main goal of the
GOA-DODAG is to determine the optimization problem, high reliability, and energy-efficient optimal
selection of parents in l0T context; ii) the parent selection method uses heuristic information to reduce child
node association and packet loss, as well as avoid network collision which results in fewer expected packet
transmissions; and iii) to maximize energy efficiency and ensure reliable packet delivery, the nodes are
characterized by using the remaining energy to produce DODAG information object (DIO) messages. The
Cooja simulator is used to assess the proposed method's performance.

The rest of this research is organized as follows. Section 2 discusses the proposed method. Section 3
displays a detailed explanation of a research method, while section 4 describes the results and discussion of
the proposed methodology, and section 5 presents the conclusion.

2. PROPOSED METHOD

The energy-efficient routing has the greatest significance in the network of sensors with limited
resources. The GOA-DODAG creates an RPL routing protocol to enable energy-efficient 10T routing. There
are two key parts to this protocol that are, a coverage-based dynamic trickling method and a GOA which are
both used in this section. The overview of the energy efficient RPL network is represented in Figure 1.

2.1. System model

A network of sensors (N), edges (E), graph (G), root node, or node of gateway (R) creates the loT.
E ={i,j} € N denotes the collection of direct connections between the nodes. If positioned within the
transmission range (T;.), it is possible for the nodes to communicate directly with one another and initially, the
same amount of energy Ey is used to install each node. Two procedures including DODAG construction and
GOA are performed by the proposed method. The message of DIO includes the rank value to deliver the node
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of gateway R, as well as the current value of E;. The received consistent DIO message is counted by each node
and the nodes N list their node of neighbors in two lists. The nodes within the % range, and those outside the %

range are kept in separate lists. The DIO message rebroadcasting includes the node € C1. Calculating the
distance to the C1 boundary, the proposed method gives nodes in i € C1 priority as far as broadcasting of DIO
messages is concerned. Convergence time ratio (CTR) is a measure of the amount of time required by the nodes
to determine the node of a parent in the T, while the coverage of nodes broadcasting DIO messages are the
major determinants of the ideal K value. The proposed method provides routing of energy-efficient without
affecting the integrity of data transmission by utilizing the dynamic trickle algorithm and GOA.

Coverage based Dynamic Trickle Grasshopper Optimization
Algorithm

Building concentric corona
DODAG structure i
Exploration (Diversification)

Determine and store neighbor
list for each layer mdividually

{ Exploitation (Intensification) }

Corona based Dynamic K-
Value Determination

| |

DIO message broadcast
Suppression and optimal -~
parent selection

RPL routing through an Energy
efficient DODAG structure

Broadcast Suppression and Parent
Selection

DIO message, including
pheromone, evaporation, and
Heuristic factors

Figure 1. Block diagram for the implemented method

3. GRASSHOPPER OPTIMIZATION ALGORITHM AND COVERAGE-BASED DYNAMIC
TRICKLE ALGORITHM
Here, the GOA and coverage-based dynamic trickle algorithm are explained below for energy-
efficient-based RPL. GOA provides adaptability and high convergence speed to optimize energy-efficient
RPL which increases the overall performance of the network and maximizes the lifespan of constrained
devices. Coverage-based dynamic trickle algorithm adjusts the transmission of data rates dynamically
depending on network coverage, thereby decreasing energy consumption.

3.1. Grasshopper optimization algorithm

The GOA in energy-efficient RPL optimizes the process of routing by simulating the grasshopper's
behavior in optimal search paths. It utilizes a population-based technique to update routes iteratively, decreasing
transmisson delays, and balancing energy consumption that results in increased energy efficient in LLN. This
method identifies the optimal solution consisting of two primary phases: exploitation (intensification) and
exploration (diversification) [23], [24]. Initially, assuming that there is a group of N grasshoppers, the it"
grasshopper’s position is derived as given in (1):

Xi=nxsi+nxgi+nxa; 1)

Where 1, 1,15 refer to the random values in [0,1], s; is denoted as social communication, g; refers to
grasshopper gravity and a; specifies the affection of wind. Following is a calculation of social
communication in (2) to (4):

~dij —
Si = ;y=1,j¢1 (0-5 xeis — e_di]) xd, )
—_ Xji—Xi
dl’] - ]di,j (3)
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di,j = |xj - xl-| (4)

Where d; ; refers to the distance between the it" and j"grasshopper. In (5) and (6) are used to compute the
force of gravity and wind affection:

gi=—9gxé Q)
a; =uxée, (6)

g and €, denote the gravitational constant (9.8 nv?) and vector of the unit against the Earth’s center.
u and e, describe the drift constant and unit vector in the wind direction. Since the grasshopper swarm does
not provide coverage to a predetermined position, the mathematical model in (1) cannot be employed to solve
the optimization issues. To achieve the best result, the equation is modified as given in (7) to (9):

xX; =cxv+Bx ™)
N ub-1b ia) I

V=3jo1j#1CX —|05xes — e % |xd,, (8)
it

cl— Pra— ©)

Where ub and b are denoted as upper and lower limits vector, it and it,,,, refer to the current iterations and
maximum number of iterations, and Bx specifies the best grasshopper from the previous iteration. The best
Pareto front solutions are kept in external records in the multi-objective version. At each iteration of the GOA,
this index is determined. In (10) is the mathematical formulation of this stopping condition.

B = {1 if |SIi; — Sli_q) < TOL

10
0 Otherwise (10)

Where B refers to a binary variable employed for the stopping process and TOL indicates the tolerance. After
performing GOA, the coverage based dynamic trickle approach is established to construct the DODAG
structure.

3.2. Coverage-based dynamic trickle algorithm

It adjusts the trickle timer dynamically depending on the quality of link and network coverage.
Using a constrained DIO message broadcasting, nodes construct the structure of DODAG using the trickle
method. Dynamic message broadcasting adjustment typically ends in a DODAG structure that uses less
energy. The fundamental trickle method’s goal is to establish suppression of simple broadcasts to minimize
control costs when maintaining the performance of RPL. Using a trickle-based default RPL broadcast
suppression model does not interfere with the convergence time or best DODAG creation [25], [26].

3.2.1. Determination of dynamic value by applying concentric corona mechanism

The proposed method makes an effort to establish the best broadcast K with the best DODAG
construction time to address this problem. In (11) measures the area coverage of one border nodes, which are
positioned above the root node DODAG. This equation indicates if the DIO message node of broadcasting at
coronas 1 covers the neighbor of Node i. L is a node list that DIO broadcasts messages in the neighbors' list.
The result of (11) for all the broadcasting DIO message nodes L is the common neighbor’s ratio.

c __ L Common Neighbors;;
overage = Uj=,

Total neighbors; (11)

Each node at the coronas center 1 chooses whether to broadcast the message of DIO by applying in
(12) to all of the broadcasting DIO node messages. The CTR in (12) is the ratio of the time taken by nodes in
the communication range. It is to identify which parent node is the primary node.

(CTR/Coverage) If Coverage is above 0.5

(12)
CTR ,
1- ( /Coverage) otherwise

Rebroadcast Probability = {

When the coverage is greater than 0.5, the probability of rebroadcasting is minimal; otherwise, it is
high when the CTR is low. When the coverage is less than 0.5, there is a high probability of rebroadcast. The
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proposed method employs the ideal K value for the suppression of broadcast. When a node’s rebroadcast
probability is reduced, then the nodes achieve the ideal value K. The DIO message is then transmitted into
the network before it finally ceases. Additionally, the coverage ability of DIO broadcasting node messages
provides a timely ideal construction of DODAG. It balances the rate of data transmission, and decreases
energy consumption by minimizing unwanted communication in low-coverage areas which maximizes the
overall efficiency in LLN.

4. EXPERIMENTAL SETUP AND RESULTS

To assess the effectiveness of the GOA, this paper employs the Cooja simulator of the Contiki
operating system to configure 10T devices. A system running Ubuntu 14.04 LTS (32 bit) with a RAM of
2 GB, a Processor of 2.5 GHz and above, and a Contiki 2.7 is employed for analysis. Nodes have a starting
energy of 1,000J. Every 0T device collects data and periodically sends it to the root node of DODAG. The
100x100 m? grid of 30 sensor nodes is used for the experiment. The nodes have a 50 m communication
range. UDP is employed to configure the transport layer, with each node transmitting data every 60 seconds,
which is 127 bytes in size.

4.1. Evaluation metrics
The expressions for packet delivery ratio (PDR), delay, communication overhead and energy
consumption are expressed in (13) to (16).

PDR = Packetgelivered (13)
Packetiotql

Delay = Transmission delay * Expected (HC); + {MaxETXjei}delay (14)

Communication overhead — Nodes x (1 - Minc,,,,emgeiEN) x Seq Time Interval (15)

Min_HC

m) — (Overhead reduction)gnergy requirea  (16)

Energy Consumption = Energygp;, + (

4.2. Experimental results

Contiki is a portable, open-source, and light operating system. It is specialized for WSNs and utilized
significantly in networks of 1oT. A 50-node network is created and the nodes are distributed in a 100x100 m?
space using a random topology. These simulation results are obtained after 1,200 seconds within the
transmission range fixed at 50 m and the range of interference fixed at 100 m. Table 1 represents the number of
nodes vs number of received packets. Figure 2 shows the graphical representation of received packets per node.
The number of nodes is varied from 1 to 50 and packets are varied from 0 to 8. According to the routing and
forwarding rules, each network node such as switches or routers, receives and processes the packets.

Table 1. Performance analysis of number of nodes vs number of received packets
Number of nodes  Number of received packets
10

w
o
[l ol o2 M o2 @)}

ok bk ot B @

Number of Received Packets

1 3 57 9 111315171921 23 25127129 313335373941 434547 49
Number of Nodes

Received packets
Figure 2. Graphical representation of received packets per node

Table 2 illustrates the performance analysis of number of nodes vs number of hops. The graphical
representation of network hops are shown in Figure 3, in that, the network hops are varied from 0 to 3.5.
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Network hops are employed to measure the latency of the network or the delay data packets when traveling
across a network. Since network devices need time to process and forward the packets, each hop introduces
some latency. Thus, reducing the number of hops and enhancing the routing path helps lower latency and
enhances the performance of the network.

Table 2. Performance analysis of number of nodes vs number of hops
Number of nodes  Number of received packets

10 2
20 2
30 3
40 2
50 2
35
3
2 25
=
Z 2
S 15
; 1
0.5

0
1 3 5 7 911131517 192123 25272931 33 3537394143 454749

Number of Nodes

Network Hops
Figure 3. Graphical representation of network hops
Table 3 indicates performance analysis of number of nodes vs power (MW) for instantaneous power
consumption. The graphical representation of instantaneous power consumption is shown in Figure 4. The

number of nodes is varied from 1 to 50 while the power is varied from 0 to 2.5 to examine the effectiveness of
the proposed method. In all simulations, the energy consumption of the OFO objective function is the highest.

Table 3. Performance analysis of number of nodes vs power (mW) for instantaneous power consumption

Power (mW)
Number of nodes CPU power  LPM power  Radio listen power  Radio transmit power
10 0.4 0.2 04 0.1
20 0.5 0.2 0.6 0.21
30 0.4 0.2 0.55 0.3
40 0.7 0.2 1.7 1.6
50 0.55 0.18 14 1.57

Power (mW)
b [
- w ] wm

e
n

LT T

1 3 5 7 9 11131517 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49
Number of Nodes

u CPU Power mLPM Power = Radio Listen Power = Radio Transmit Power

Figure 4. Graphical representation of instantaneous power consumption

Table 4 shows the performance analysis of number of nodes vs power (mW) for average power
consumption. The graphical representation of average power consumption is shown in Figure 5. The nodes
are varied from 1 to 50 and the power (mW) is varied from 0 to 2.5. For each node, the average consumption
of power is monitored in four different ways: LPM, CPU, radio listening, and transmission of radio. This
increases the network’s efficiency and demonstrates the effectiveness of the objective function.

Bulletin of Electr Eng & Inf, Vol. 13, No. 5, October 2024: 3187-3195



Bulletin of Electr Eng & Inf ISSN: 2302-9285 O 3193

Table 4. Performance analysis of number of nodes vs power (mW) for average power consumption

Number of nodes Power (mW) . .
CPU power LPM power Radio listen power  Radio transmit power
10 0.45 0.19 0.45 0.05
20 0.49 0.2 0.6 0.21
30 0.45 0.2 0.56 0.35
40 0.71 0.2 1.75 17
50 0.6 0.15 141 1.52
25
2
g
E 15
S
=
Ry
0.5

s DO Al

1357 91113151719212325272931333537394143454749
Number of Nodes

u CPU Power =LPM Power = Radio Listen Power = Radio Transmit Power

Figure 5. Graphical representation of average power consumption

Table 5 indicates the performance analysis of number of nodes vs duty cycle (%). Figure 6 shows
the graphical representation of average radio duty cycle, where the nodes are varied from 1 to 50 and duty
cycles are varied from 0 to 3.5. Depending on the applications, the average radio cycle ranges from very low
values such as a few percentage points to nearly constant transmission or receival.

Table 5. Performance analysis of number of nodes vs duty cycle (%)

Duty cycle (%
Number of nodes Radio listen duty cyclg yRad(io iransmit duty cycle
10 0.8 0.2
20 0.9 0.3
30 0.85 0.6
40 2.8 3
50 23 29
35
3
s 25
£ 2
o 1s
e T
0.5
< ML

1 3 57 9111315171921 23252729 31333537394143454749

Number of Nodes

= Radio Listen Duty Cycle Radio Transmit Duty Cycle

Figure 6. Graphical representation of average radio duty cycle

4.3. Comparative analysis

The comparative analysis includes methods of PDR, delay (mins), communication overhead
(packets), and energy consumption (mJ). Table 6 demonstrates the comparative analysis with the existing
methods E-RPL [16], REFER [17], ELITE [18]. The existing method E-RPL [16] has a PDR of 90%,
0.4 delays (mins), 150 communication overhead (packets), and 0.532 energy consumption (mJ). REFER [17]
has 45% of PDR, 0.5 delay (mins), 145 communication overhead (packets), and 1.25 energy consumption
(mJ). ELITE [18] has 95% of PDR, 0.8 delay (mins), 127 communication overhead (packets), and 0.20
energy consumption (mJ). The existing methods when compared with GOA-DODAG, achieves better PDR
of 98%, 0.2 delay (mins), 37 communication overhead (packets), and 0.48 energy consumption (mJ).
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Table 6. Comparative analysis with existing methods

Authors Methods PDR (%) Delay (mins) Communication overhead (packets)  Energy consumption (mJ)
Preeth et al. [17] E-RPL 90 0.4 150 0.532
Lalani et al. [18] REFER 45 0.5 145 1.25
Safaei et al. [19] ELITE 95 0.8 127 0.20
Proposed method  GOA-DODAG 98 0.2 37 0.48

4.4. Discussion

The advantage of the GOA-DODAG approach and the limitations of existing techniques are
discribed in this section. The limitation of existing techniques like E-RPL [17] has ETX which causes a
lengthy routing path and significant message latency when routing messages. REFER [18] increases
overhead in terms of computational demands and control messages to achieve dependability and energy
efficiency. ELITE’s [19] broadcast suppression is insufficient when addressing network coverage and
optimization problems based on uneven node distribution. On the contrary, the GOA-DODAG overcomes
these existing technique’s limitations. GOA provides adaptability and high convergence speed to optimize
energy-efficient RPL which increases the overall performance of the network and maximizes the lifespan of
constrained devices. Coverage-based dynamic trickle algorithm adjusts the transmission of data rates
dynamically depending on network coverage which decreases energy consumption in DODAG. By
combining GOA and DODAG, the proposed approach achieves better 98% PDR, delay of 0.2 mins,
communication overhead of 37 packets, and 0.48 mJ energy consumption. The limitation of GOA-DODAG
is the transmission of many packets resulting in the most undesirable performance, as it requires more control
messages for operation.

5. CONCLUSION

In this paper, the GOA-DODAG is proposed to determine optimization problems and energy-
efficient reliable routing paths. This approach includes a coverage-based dynamic trickling technique for the
construction of DODAG energy-efficient without affecting the coverage of network and data routing
reliability. To create the structure of the ideal DODAG, the RPL considers a variety of routing parameters
and chooses an effective parent node. Furthermore, the dynamic value as compared to a default trickle
algorithm effectively reduces the broadcasting of DIO messages. The GOA-DODAG method achieves 98%
PDR, delay of 0.2 mins, communication overhead of 37 packets, and 0.48 mJ energy consumption in contrast
to the existing techniques like E-RPL, REFER, and ELITE. In future, energy-efficient routing protocols will
be assessed across a range of network sizes to demonstrate the scalability of routing.
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