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The increasing demand for sustainable and decentralized energy systems has
driven the adoption of blockchain technology in microgrid networks.
However, conventional consensus mechanisms, such as proof of work
(PoW) and proof of stake (PoS), suffer from high energy consumption,
limited adaptability, and fairness issues, which hinder their suitability for
dynamic microgrid environments. This paper proposes a novel consensus
mechanism, proof of dynamic influence and participation activity (PoDIPA),
which integrates prosumers’ real-time participation activity and historical
influence into the validator selection process. The proposed mechanism is
evaluated through deterministic simulations and compared with PoW and
PoS in terms of energy efficiency, transaction processing time, and security
resilience. Simulation results demonstrate that PoDIPA significantly reduces
average energy consumption and adapts more rapidly to network dynamics
while maintaining security performance comparable to existing consensus
mechanisms under majority attack scenarios. Although PoDIPA exhibits

higher short-term variability due to its adaptive nature, the overall
efficiency—stability trade-off remains favorable. These results indicate that
PoDIPA is a promising consensus solution for supporting fair, energy-
efficient, and decentralized energy trading in future microgrid systems.
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1. INTRODUCTION

Blockchain technology has evolved beyond cryptocurrency applications toward critical
infrastructure domains, including energy systems where transparency, autonomy, and security are essential
[1]-[4]. In decentralized microgrid environments, blockchain facilitates peer-to-peer (P2P) energy trading and
reliable accounting of distributed renewable energy generation, enabling localized and resilient energy
management [5], [6]. Despite these advantages, the sustainability of blockchain-based microgrids remains
constrained by limitations in existing consensus mechanisms.

Conventional consensus mechanisms exhibit inherent trade-offs. Proof of work (PoW) provides
strong security guarantees but incurs excessive computational and energy costs, resulting in significant
carbon footprints [7]-[9]. Proof of stake (PoS) improves energy efficiency but introduces fairness concerns
by favoring participants with larger financial stakes, thereby challenging decentralization and equitable
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participation among prosumers [10], [11]. These limitations conflict with the operational requirements of
microgrid systems, which demand both energy efficiency and fairness.

To address these challenges, several alternative consensus mechanisms—such as delegated proof of
stake (DPo0S), practical byzantine fault tolerance (PBFT), directed acyclic graph (DAG)-based consensus,
and hybrid or reputation-based approaches—have been proposed to enhance scalability and efficiency
[12]-[15]. Recent studies further demonstrate that hybrid PoW/PoS consensus mechanisms, enhanced with
intelligent techniques, can significantly improve energy efficiency and security in blockchain-based
microgrids. However, such approaches still rely on predefined consensus structures and lack adaptive
mechanisms that capture real-time prosumer participation dynamics [16].

Despite these advances, a critical research gap remains. Existing consensus mechanisms—including
hybrid and intelligent models—are primarily driven by static resources or predefined validation rules and do
not explicitly incorporate real-time prosumer behavior into validator selection. As a result, they are unable to
dynamically adapt to fluctuating participation patterns and operational conditions in highly dynamic
microgrid environments.

To address this gap, this paper proposes a novel adaptive consensus mechanism, termed proof of
dynamic influence and participation activity (PoDIPA), specifically designed for decentralized microgrid
networks. PoODIPA integrates real-time participation activity and historical influence metrics into the
validator selection process, enabling energy-aware, fair, and responsive consensus formation.

The main contributions of this work are threefold:

- The design of a new adaptive blockchain consensus mechanism that integrates real-time prosumer
participation and influence metrics for microgrid applications;

- A comprehensive comparative evaluation of PODIPA against PoOW and PoS in terms of energy efficiency,
transaction processing time, and security resilience; and

- An analysis of the trade-off between adaptability and stability under varying prosumer scales, providing
insights for sustainable decentralized energy trading.

By simultaneously addressing energy efficiency, fairness, and adaptability, this work supports the

development of sustainable, secure, and efficient blockchain-based microgrid systems.

2. THE COMPREHENSIVE THEORETICAL BASIS
2.1. Blockchain consensus mechanisms

Consensus mechanisms govern agreement among blockchain nodes, with early models such as PoW
providing robustness at the expense of high energy consumption [7], [8]. PoS enhances energy efficiency but
risks wealth concentration and reduced fairness due to stake-based validation [9]-[11]. Subsequent
innovations aimed to address these limitations include: i) DPoS increases transaction throughput by selecting
a limited set of delegates for block validation but introduces partial centralization and collusion risks [12],
ii) PBFT achieves consensus through multi-round message exchanges among predefined validators, offering
low latency and strong fault tolerance but limited scalability due to high communication overhead [13], [14],
iii) hybrid and reputation-based models combine stake mechanisms with reputation or dynamic weighting to
reward consistent behavior and deter malicious activity, but often require complex trust management [14],
iv) DAG-based consensus replaces the linear blockchain with a graph topology that enables parallel
validation, improving scalability and reducing energy consumption [15], [17] but remains vulnerable to
synchronization and double-spending issues[17], and v) federated or consortium consensus is used in
permissioned blockchains, where known validators employ voting-based methods to achieve efficient
consensus at the cost of limited decentralization [18]-[20].

2.2. Positioning of proof of dynamic influence and participation activity

The proposed PoDsIPA builds upon prior adaptive and reputation-based models that attempt to
balance participation equity and computational efficiency [14], [15], [17]-[19]. Unlike PoW and PoS—where
validator eligibility depends on static resources (computing power or token ownership)—PoDIPA
dynamically weights influence (historical trust/reputation) and participation activity (real-time contribution).
This design aligns with recent energy-aware and trust-driven consensus mechanisms that integrate behavioral
metrics into blockchain-based microgrids [14], [15], [17].

By continuously updating validator weights, PODIPA enables energy-aware, fair, and adaptive
consensus by prioritizing active and reliable nodes based on actual participation rather than capital, allowing
dynamic responsiveness to microgrid conditions. Previous adaptive mechanisms such as the ower line
monitoring-based consensus (PLMC) [15] and decentralized dispatch optimization approaches [13], [19]
primarily focus on improving efficiency or latency but lack integrated behavioral adaptability. In contrast,
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PoDIPA unifies influence and participation activity within a single probabilistic selection function, bridging
reputation-based and adaptive consensus models while remaining computationally lightweight.

2.3. Comparative analysis of consensus mechanisms

The comparison in Table 1 summarizes the performance characteristics of well-known consensus
mechanisms based on prior reviews and analyses [7]-[19]. Energy-related metrics are drawn primarily from
studies on PoW and PoS [7]-[9], while adaptability and decentralization aspects are synthesized from
research on hybrid, DAG-based, and energy-efficient mechanisms [14]-[17].

Table 1. Summary of performance characteristics of well-known consensus mechanisms
Consensus mechanism  Energy efficiency  Scalability  Decentralization  Adaptivity  Security  Key references

Pow X (High) Moderate  High Low Very high  [7]-[9]
PoS v (Low) High Moderate Low High [9]-[11]
DPoS N4 Very high  Low Moderate  Moderate  [12], [13]
PBFT N4 Low Low Moderate  Very high  [13], [14]
DAG-based NN Very high  High High Moderate  [15], [16]
Federated N4 Moderate  Low Moderate  High [17]-[20]
PoDIPA (proposed) vV High High Very high  High

(V'=relative performance scale; v'v/v=excellent, X=poor)

As summarized, PoDIPA achieves a balanced compromise between energy efficiency, scalability,
and decentralization. Its emphasis on dynamic participation and influence metrics allows greater adaptability
compared with classical consensus mechanisms—an essential property for highly variable microgrid
environments [14]-[18].

3. PROPOSED METHOD
3.1. Overview

This section presents the methodological framework used to evaluate the proposed PoDIPA
consensus against PoW and PoS in decentralized microgrid environments. The methodology comprises the
algorithmic formulation of PoDIPA, parameter justification and calibration, reproducible simulations for
energy consumption, transaction processing time, and attack resilience, as well as statistical validation and
sensitivity analysis. All experiments were implemented in Python 3.11 with fixed random seeds to ensure
reproducibility. Figure 1 summarizes the PoDIPA workflow, including transaction broadcast, validator
scoring, probabilistic selection, validation, and block commitment.

Inifiation of energy Dynamic validator selection Validator
transaction data i icipati S > . }
Evaluation of Participation (based on participation and validates transactions
(supply/demand) and Influence .
influence level) ¥
! ‘
Broadcast Transaction: Recording valid transactions

to the blockchain

Figure 1. Flowchart of the PODIPA consensus mechanism showing dynamic influence- and participation-
based validator selection

Transactions are broadcast to
the network

Validation
Selected?

3.2. Model structure

PoDIPA departs from static resource—based eligibility (computing power or stake) by explicitly
modeling validator influence and participation activity as time-varying signals. Let y; denote the influence
score of node i, estimated from its verified history (e.g., successful validations, dispute-free transactions, and
uptime reliability). Let 8; denote the participation rate, capturing recent activity windows (e.g., frequency of
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valid proposals, latency, and responsiveness). To mitigate oscillations while preserving responsiveness, a
stability coefficient & € (0,1] controls the strength of adaptation:

W =a(y; +6;) 1)
Wi
bi = S, )

Where W; is the instantaneous weight and p; is the probability that node i is selected as validator in the
current round. After each round, y and 6 are updated: y using an exponentially-weighted moving average (to
retain trust continuity) and 6 using a sliding window (to capture recent behavior). This design makes
PoDIPA adaptive to microgrid volatility while retaining long-run stability through a.

3.3. Parameter justification and calibration

Table 2 presents the main parameters used in the PoDIPA consensus model along with their
respective roles and justifications. These parameters are critical in defining how influence, participation
activity, and system stability are incorporated into the adaptive validator selection process.

Table 2. Description and justification of parameters used in the PoDIPA consensus model

Parameter Description Justification/role
vy (influence) History-based trust/reliability (successful Preserves long-term fairness and discourages opportunistic
validations, low dispute rate, uptime). behavior; anchors stability by rewarding consistency
0 (participation ~ Recent engagement level (valid proposals, Ensures real-time adaptivity to dynamic microgrid conditions;
activity) low latency, and active response). prioritizes currently helpful nodes.
o (adjustment Dampening factor for weight updates. Tunes the adaptivity—stability balance; prevents
coefficient) overshooting/oscillation when participation rapidly changes.

We calibrated y, 8, a over the ranges y € [0.3,0.9], 8 € [0.2,1.0], and a € [0.5,0.8]. The criterion
was the joint minimization of i) mean energy consumption and ii) mean processing time, under constraints on
variance (stability). The chosen operating region a = 0.6—0.7 consistently produced the best efficiency-
stability trade-off in our tests.

3.4. Simulation setup and datasets

We evaluate three scenarios: (S1) energy consumption, (S2) transaction processing time, and (S3)
attack resilience. The overall simulation framework of the proposed method is illustrated in Figure 2 (in
Appendix), where Figure 2(a) presents the energy and processing time evaluation, while Figure 2(b) shows
the 51% attack resistance evaluation. The simulations consider two network sizes, namely 50 and
500 prosumers, to represent small- and large-scale microgrid environments, with a duration of 2x24 hours
and 1-hour time steps aligned with the data granularity. Prosumer profiles are defined based on supply and
demand bounds derived from the Mesa Del Sol microgrid dataset, including real power, voltage, and
frequency parameters, while dynamic participation is simulated using CryptoCompare-based time series to
emulate market-driven activity fluctuations corresponding to the participation parameter (6). As baseline
comparisons, PoW and PoS are implemented using standard energy and processing time cost models, with
bounded random noise incorporated to reflect real-world variability. Each scenario is repeated over 30
independent runs with fixed random seeds to ensure reproducibility, and the results are reported in terms of
mean values, variances, and 95% confidence intervals (CIs).

3.5. Validation and sensitivity analysis

Sensitivity analyses vary y, 8, a within the calibrated ranges to quantify the adaptivity—stability trade-
off. We apply two-way ANOVA to test differences in energy/time across mechanisms and network sizes;
Tukey HSD for post-hoc pairwise comparisons; and K-Fold cross validation (k=100) to estimate attack metrics
robustly. Where appropriate, we report effect sizes (Cohen’s d) to contextualize practical significance.

4. RESULTS AND DISCUSSION
4.1. Energy consumption

Figure 3 presents the energy consumption comparison among PoW, PoS, and PoDIPA across
different network scales. Figures 3(a) and (b) show the energy usage for 50 and 500 prosumers, respectively.
As expected, PoW exhibits the highest and most stable energy consumption due to its fixed computational
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cost per block. PoS reduces the average energy consumption but introduces moderate variability associated
with stake-weighted selection. In contrast, PODIPA achieves the lowest average energy consumption at both
scales, albeit with higher short-term fluctuations resulting from its adaptive weighting mechanism.

Across 30 runs, PoDIPA reduces mean energy consumption by ~38—43% vs. PoW and =10-15% vs.
PoS (95% CI), with variances %y ~ 0.034, ofs ~ 0.016, and 6 ps = 0.021. The two-way ANOVA
shows a significant main effect of consensus type on energy (p <0.01), and Tukey tests confirm PoDIPA’s
improvement over both baselines (p <0.01). These results indicate that dynamic de-prioritization of inactive
nodes effectively cuts redundant work, yielding sustained energy gains even as network size grows.

Figure 3. Energy consumption comparison among PoW, PoS, and PoDIPA for; (a) 50 prosumers and
(b) 500 prosumers, showing how PoDIPA’s dynamic validator selection reduces energy consumption as
network scale increases

4.2. Transaction processing time

Figure 4 presents the comparison of transaction processing time among PoW, PoS, and PoDIPA
under different network sizes. Figures 4(a) and (b) specifically show the average transaction processing time
for 50 and 500 prosumers, respectively. In the 50-node case, PoDIPA is the fastest on average (=82.4 s)
compared with PoS (=84.5 s) and PoW (=87.2 s). At 500 nodes, absolute processing times increase for all
mechanisms due to queueing and propagation overheads; however, PODIPA still achieves the lowest mean
(=812.3 s vs. PoS =867.2 s and PoW =895.6 s). This improvement is attributed to the activity-aware selection
mechanism, which prioritizes responsive nodes and reduces idle waiting time. Nevertheless, PODIPA exhibits
moderately higher volatility (standard deviation =3.4 s at 50 nodes, representing an increase of approximately
12% compared to PoS). Despite this, the efficiency—stability trade-off remains favorable for PODIPA at larger
scales, as it achieves lower average processing time with acceptable variability. Table 3 further summarizes
these trade-off indicators, complementing the trends observed in Figures 3 and 4 by providing a concise
comparison of adaptivity, stability, and energy efficiency across the evaluated consensus mechanisms.

(8 )

Figure 4. Comparison of transaction processing time among PoW, PoS, and PoDIPA under different network
sizes; (a) average transaction processing time for 50 prosumers and (b) average transaction processing time
for 500 prosumers

4.3. Attack resilience (51%b, sybil, and collusion)
We evaluate resilience using K-Fold CV (k=100) and randomized attack vectors reflecting each
mechanism’s control resource: hashrate (PoW), stake (PoS), and y + 68(PoDIPA). PoDIPA’s probabilistic
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selection and activity-weighted validation reduce the success probability of Sybil and collusion attacks, aligning
with prior security mechanisms based on multi-signature verification in decentralized trading systems [21].

Table 3. Trade-off analysis of adaptivity and stability among PoW, PoS, and PoDIPA

Metric PoW PoS PoDIPA
Avg. processing time (s) 87.2 845 82.4
Std. deviation (o) 3.1 2.7 3.4
Energy use index (relative) 1.00  0.65 0.57
Adaptivity rating Low Moderate High
Stability rating High High Moderate

4.3.1. 51% attacks

With 100 nodes, mean “time-to-majority” is ~300.7 s (PoW), =300.5 s (PoS), and =298.8 s
(PoDIPA), all within small margins; with 500 nodes, times degrade slightly for all. Crucially, PoDIPA’s
recovery—time to re-stabilize after a detected majority surge—is =17% faster on average, because the
weighting updates immediately penalize malicious inactivity/failure, reducing their selection probability in
subsequent rounds.

4.3.2. Sybil attacks

Newly spawned identities in PODIPA have negligible yand must accumulate consistent activity
Obefore gaining weight. In 89% of trials, Sybil nodes failed to reach effective influence within the evaluation
window, preventing them from steering consensus. This property is intrinsic to dual scoring (history+recent
activity) and does not rely on external identity management.

4.3.3. Collusion

Coordinated adversaries must jointly exceed a dynamic threshold in aggregate y+6. While any
reputation-based model can, in principle, be gamed by long-horizon collusion, PoDIPA’s probabilistic
selection introduces randomness that makes deterministic capture (as in fixed-delegate systems) more
difficult. In stress tests, colluding groups with less than 0.51 aggregate y+0 failed to sustain control in more
than 90% of replications. Figure 5 presents the comparison of 51% attack resistance performance among
PoW, PoS, and PoDIPA under different network scales. Specifically, Figures 5(a) and (b) summarize the
attack-time metrics for 100 and 500 nodes, respectively.

51% Attack Simulation on Different Consensus Mechanisms 51% Attack Simulation on Different Consensus Mechani:

330 1 —-- Pow Attack Time 3 5] ——-

60
Time Steps (KFold) Time Steps (KFold)

(a) (b)

Figure 5. Comparative analysis of 51% attack resistance performance among PoW, PoS, and PoDIPA
consensus mechanisms under varying network scales; (a) comparison of average attack resistance times for
100 nodes and (b) for 500 nodes

4.4. Statistical validation and robustness

A two-way ANOVA confirms significant effects of consensus type and network size on both energy
and latency (p<0.05). Post-hoc Tukey tests verify PoODIPA’s superiority in energy efficiency (p<0.01) and its
faster processing times (p<0.05) under both scales. We observed the expected adaptivity—stability trade-off:
PoDIPA’s short-term variance is higher (due to responsiveness) but converges to a lower long-run mean.
Figure 6 visualizes this trade-off via variance envelopes and mean trajectories.

Bulletin of Electr Eng & Inf, Vol. 15, No. 2, April 2026: 1679-1688



Bulletin of Electr Eng & Inf ISSN: 2302-9285 O 1685

4.5. Discussion and practical implications

For microgrids, energy-aware consensus is essential. PoDIPA’s adaptive weighting reduces
unnecessary computation by prioritizing active, reliable nodes, yielding material energy savings without
sacrificing security. Its slight volatility is tunable through a: operators valuing stability may choose a higher
a(e.g., 0.7-0.8), whereas real-time flexibility (e.g., during peak PV variability) benefits from lower a(e.g.,
0.5-0.6). In deployments integrated with demand response and smart contracts, PODIPA can natively reflect
operational priorities (e.g., latency thresholds, critical loads) through the 8 pipeline, making it a policy-aware
consensus layer rather than a static gatekeeper [22]-[25].

Trade-off between Adaptivity and Stability across Consensus Mechanisms

Stability Index
o o o
oo oo o
=] o] =)

=)
-
w

=
~
=]

0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Adaptivity Index

Figure 6. Trade-off between adaptivity and stability across PoW, PoS, and PoDIPA consensus mechanisms

5. CONCLUSION

This study proposes PoDIPA, a novel adaptive blockchain consensus mechanism for decentralized
microgrid systems that integrates real-time participation activity and influence to achieve energy-efficient,
fair, and secure consensus. The results demonstrate that PODIPA significantly reduces energy consumption
compared to conventional POW and PoS mechanisms while maintaining comparable security, thereby
addressing key sustainability and fairness challenges in blockchain-based microgrids. By dynamically
adjusting validator selection according to actual prosumer behavior, PODIPA provides a practical framework
for supporting sustainable and efficient decentralized energy trading. Future work will focus on hybridizing
PoDIPA with lightweight consensus protocols, validating its performance in loT-enabled microgrid testbeds,
and extending adversarial modeling to include advanced cyberattack scenarios.
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APPENDIX
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Figure 2. Simulation framework of the proposed method; (a) energy and processing time evaluation and
(b) 51% attack resistance evaluation
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